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1. NPM(Network Performance Monitoring)
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1. NPM(Network Performance Monitoring) — CHA|2E

Business View Z i
Server BV(17) Devices by CPU Utilization Interfaces by Traffic Interfaces by Errors and Discards Recent Alarms
Device Name Interface Receive Transmit
Name Interface Name
Device Name Min w  Avg
03 Realtek PCIe Realtek RTL8139C+ Fast Ethernet NIC #3-Npcap Pack...
OPMdev2 97 - GBE Family OPM-QA4
Controller #2- .
WFP Native Errors:0| Discards:81.86G
- HP ProLiant D... 35 ] 57 tmc191105 MAC Layer 259.071K 203.985 K
LightWeight Realtek RTL8139C+ Fast Ethernet NIC #3-Npcap Pack...
k16-DChv 11 40 Filter-0000- OPM-QA4
ethernet 3 Errors :0| Discards : 81,845 G
OPM-QA4 a0 .. B 3 Resltek POl
GBE Family Realtek RTL8139C+ Fast Ethernet NIC #3-WFP Nativ...
HeatMap HP DL580 4 | 29 tmc191105 Controller #2-  259.071K 203.985 K OPM-QA4
(e)themet_S? 7 Errors: 0| Discards : 81.831G
Realtek PCle
Clear Devices by Memory Utilization GBE Family
o By 2 Contraller #2- Interfaces by Bandwidth Utllization © © (# Iy = @  DeviceName
Attention tmc191105 WP E023 259.071K 203.985 K 1D=2004 Source=Microsoft-Windows-Resource-Exha...
MAC Layer Device Name Opmanhv-node2
Service Down [y Device Name Min Avg LightWeight
Trouble - . Eilter-0000- Realtek PCle GBE Family Controller #2-WFP Native MAC Layer Light... 21Feb 2019 04:57:02 PMIST
ethernet 6 tmc191105
. OPM-VAL4 98 I 98 - Receive :0.03% | Transmit:0.02% 1D=4625 Source=Microsoft-Windaws-Security-Auditi...
33 Opmanhv-node2
Realtek PCle GBE Family Controller #2-Qo$ Packet Scheduler-0000-et...
vCenter 2008 ... 92 .. I 93 tr::1911052 LR AR e 21 Feb 2019 04:56:34 PMIST
Receive :0.03% | Transmit : 0.02%
- 81 1D=1014 Source=Microsoft-Windows-DNS-Client Typ...
. Opmanhv-nod... 80 = Realtek PCle GBE Family Controller #2-Npcap Packet Driver (NPCAP)-.. Oomantv-node?
tmc191105 pmanfiv-node
. opm-w12r2 26 74 Receive :0.039% | Transmit :0.02% 21Feb 2019 04:55:58 PMIST
. &5 Realtek PCle GBE Family Controller #2-ethernet_32770 1D=6002 Source=MSExchange Mid-Tier Storage Type=_..
- HP ProLiant D... 59 (mc1.91105 ) i Opmanhv-node2
Receive :0.03% | Transmit : 0.02% 21 Feb 2019 04:52:49 PM IST
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1. NPM(Network Performance Monitoring) — &t| %

IHEHO|A BLHTY

Device Summary 4
Availability Timeline (Today)
Status O Clear
|PAddress 19216811
DNSName 192.168.1.1 ® [ ]
Poll Using IP Address
Manufacturer Cisco
Service Tag a . < "
Serial Number 4 . = :
Operating System 4 5 . 1 0 1 7
Hardware Monitoring @ Disable now? — —
Type Cisco Catalyst 45xx VS5 100 o Interfaces (81/279) * Discover Interfaces
Category Sttch Status Interface Name Type Rx Traffic Tx Traffic Action
Uplink Dependency MNone 7 Availability
—— Clsco @ Clear TenGigabitEthernet 1/1/1-###% Virtual Link 1#### Ethernet 45,254 M (0.45%) 14,553 M (0.15%) -
System Description Cisco [0S Software, [05-XE Software, Catalyst 4500 & Clear TenGigabitEthernet 1/1/2-###8 Virtual Link 1 #5## Ethernet 22,698 M (0.23%) 22,336 M (0.22%) T
a Clear GigabitEthernet1/2/1-Gil/2/1 Ethernet 329.451{0.0%) 17.377 K({0.0%) o T
o Clear GigabitEthernet1/2/3-Gi1/2/3 Ethernet 119.944 K (0.01%) 1.1286 M (0.11%) 10T
Trouble GigabitEthernet1/2/5-Gil/2/5 Ethernet 010.0%) 78,542 (0.0%) T
Trouble GigabitEthernet1/2/6-Gil/2/6 Ethernet 0(0.0%) 78.542(0.0%) o T
o Clear GigabitEthernet1/2/9-Gil/2/9 Ethernet 375.852{0.0%) 17.294 K (0.0%) 1T
& Clear GigabitEthernet1/2/10-Gi1/2/10 Ethernet 203.574 K (0.02%) 301.967 K (0.03%) o T
o Clear GigabitEthernet1/2/11-Gi1/2/11 Ethernet 420.442{0.0%) 17.312 K(0.0%) o T
o Clear GigabitEthernet1/2/14-Gi1/2/14 Ethernet 481.54% K (0.05%) 549.836 K (0.05%) a  TT
Q Clear GigabitEthernet1/2/15-Gi1/2/15 Ethernet 18.096 K (0.0%) 29.515 K (0.0%) o T
¢ UHERA AHHO|A ELEHE &5, HIYF (MEE), 2F X H7|snt 2HE Ho[HE =XeLCh HESHR d5 =M E siZ5t1,
A0 QIEHO|AE RLEZSIH AMEE, BT I Cheret QIH D04 Of7) H4=0f CHSE XtM|oE HAIZH EOME 2= O ALY =
UASLICE AEHIO|A RLEHY == HER/AS 2= AHIO|AS 2H5HA ZL EZ gL



ina)
NMSGlobal ManageEngine

I. OpManager 7| 274
P 9 ® nmsciobal OpManager

1. NPM(Network Performance Monitoring) — & &H| AEf =0l

Sort By Severity Devices (84) Interfaces (3505} VLAN (630) FFH Teble View » | O Add Device
Device Name Status IP Address Device Type Category Vendor Interfaces Discovered Time
NYI-JG-WLC-B 0 Critical 10.20.14.21 Clsco 2500 Series Wireless Clsco (3] 38 daysago
2rd_Factory 2960S_1 {1 Trouble 192.168.6.6 Cisco Catalyst 2960 Series  Switch Cisco 35 38daysago
VN_SW_1 [! 3 Trouble 10.20.62.4 Cisco Catalyst 2960X-48...  Switch Cisco 54 37 daysazo
NY1_JG_35EC_POE_SW-1 {1} Trouble 10.20.14.9 Cisco Catalyst 2960 Series ~ Switch Cisco 35 38daysago
L2 SW-24 _3FA 1 Sector @ Trouble 10201321 CiscoCatalyst 2960X-24...  Switch Cisco 30 38daysago
L2 SW-24 2FA 2 Sector {1 Trouble 10.20.12.22 Cisco Catalyst 2960X-24...  Switch Cisco 30 37 daysago
L2 SW 24 1FA 5 Sector (1 1) Trouble 10.20.11.24 Cisco Catalyst 2960X-24...  Switch Cisco 30 38daysago
Category Type Vendor sae - - A 2 5

L2SW _HQ User 4 {1 Trouble 10.20.11.115 Cisco Catalyst 2960 Series  Switch Cisco 35 27 days ago
L2SW _HQ User 3 (1 5: } Trouble 10.20.11.114 Cisco Catalyst 2960 Series  Switch Cisco 35 27 daysago

Add Category + =
L2Sw HQ User 2 ) Trouble 10.20.11.113 Cisco Catalyst 2960 Series  Switch

Switch 74 AFEHTEA
BOKJI L2 24 WS2 £ Trouble 102011111 Cisco Catalyst 2960X-24...  Switch = Eﬁﬁ I XI =

Wireless ]

= L2 SW-48_1FA 1 Sector {1 Trouble 10.20.11.11 Cisco Catalyst 2960X-48...  Switch

Firewall 4

= RND3F-29605_2 (3 Trouble 10.20.11.107 Cisco Catalyst 2960 Series  Switch Clear

- ; " y Trouble

RND3F-29605_1 {1} Trouble 10.20.11.106 Cisco Catalyst 2960 Series  Switch UnManaged

ice Not Monitored.

e tMBCtr]tical
SE& ®A HHIE g Hoj| 2Ql3t 4= Q13 Status, IP, Device type, Category, Vendor, Interface 3= S &9l 7ts :
A H|o| LEHE o 2o ol = A=F 57HK| Moz 78 Its y

(Clear, Trouble, UnManaged, Device Not Monitored, Critical)
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1. NPM(Network Performance Monitoring) — Ez2i g

SA =T A
GigahitEthernet1/2/48-#### UP LINK to FIREWALL S###

bps

30M

10M

2A =T
GigabitEtherneti/2/45-#### 1FAFIREWALL CUTSIDE ###8

bps

M

&M

M

M

Jm =

Bt

ry
N

7:14:36

AZte = 2[d9f In, Out ESiE 2L EHE 7t5(Z=, & B9l ZLEHE 7ts)

g EH

17:15:46 17:16:33

17:15:40 171644 171748 173852

17:18:00 171907 1720214

17:10:56

72

172228 17:23:35

17:21:00. 17:22:04 17:23:08

Time

17:24:42 17:25:49

172412

M In-Min:7.374 M Max - 8.631 M Avg - 8927 M [ Out - Min : 7223 M Max : 9.443 M Avg : .764 M

— —

INEL

Edijy 2LHE 7ts

|2 QIEHO|~E Efy & ZLHE Jts

.
k=1 3¢]
=4Ol

17:26:536 17:28:03 17:29:10 17:3017

172516 17:26:20 17:27:24 172828 1T7:29:32

Interfaces by Traffic
Device Name

tmc191105
tmc191105

tmc191105

Last N hours Traffic
GigabitEthemetd/0-Gi/t

am K

Bits per Second : 8K
Label - InTraffic

Bits per Second

08:23 0923

Interface Name

Realtek PCle GBE Family Controller
#2-WFP Native MAC Layer
LightWeight Filter-0000-ethernet_3

Realtek PCle GBE Family Controller
#2-ethernst_32770

Realtek PCle GBE Family Controller
#2-WFP 802.3 MAC Layer
LightWeight Filter-0000-ethernet_é

OB E D~

W inTrafic
OutTraffic

10:23

Time

D

NS Global

ManageEngin@

OpManager

NETWORK MANAGEMENT SYSTEM

Receive Transmit
259.071K 203.985K
259.071K 203.985K
259.071K 203.985K
Last N hours Traffic OB EF R~ @
GigabitEthernetd/0-GI0/0
) B irTrsffic
B B curTrsie
Time - 2020/01/30 10:53:40
am K
202k Bits per Second - 8K
&=l Label - OutTraffic
g
[
£ a @
B
= 738K
T.96K

08:23 0a:53

0o22 . 052 1021 1050 11200 1149



I. OpManager 7| & 270

1. NPM(Network Performance Monitoring) — A ZL|E&

Device Summary

Status

|PAddress

DNS Name

Poll Using

Type

Category

Uplink Dependency
Vendor

System Description

o Clear

192.168.1.170
s-filesvr.nyi.cokr
IP Address
Windows 2012 R2
Server

None 7
Microsoft

Hardware: Intelé4 Family 6 Model 63 Stepping 2

AT/AT COMPATIBLE - Software: Windows Version 6.3

(Build 9600 Multiprocessor Free)

Monitoring Via ICMP
Monitoring Interval (mins) 5
Partition Details of the Device (3)-F\ -l

Label:new_vol2 Serial Number f27415ea

{SNMP)

88

o M BLEYS CPUANBY, Dl2a| &b, /0 HENT, 023 A
S m2HAUC A BLEZS MHO| AIXE 22 A8TS O

& AMHo| JEf 8

HEE HAICE BLUHE 7ts

[E4

89

Partition Details of the Device (%4)-C:\ Label:
Serial Number 808d7a7f [SNMP)

Awvailability Timeline (Today)

W o

100* 0*

Awvailability

aal

Packet Loss

Partition Details of the Device (%)-D:\ Label;
Serial Number faaeé273 [(SNMP)

77 %

M CPU S HZ22| AFEE0]| CHeE &AIZE SA 2t Ml THE[Y & 2L HTP 7ts

b

Response Time

ad

8 Z2M2 S 22 ME O A[AF 2
oi5to 8 A= S =obELM

oL

®

NIMSGlobal

NETWORK MANAGEMENT SYSTEM

ManageEngin@

OpManager

CPU Utilization (SNMP} o

36%

Memory Utilization (SNMP) |

78%

Disk Utilization (SNMP) -

E

14 %

—~
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1. NPM(Network Performance Monitoring) — MH0A H¥ S0l Z2 A X HX|E £2ZEQ|0] &0l
Active Processes Lo

Process ID Name Path

V] System Idle Process

4 System

432 smss.exe

560 C5rss.exe

632 wininit.exe

640 C5rss.exe

718 winlogonexe nstalled Software o =

772 services.exe
Name Installed Date

780 Isass.exe

as4 svchost.exe Microsoft Application Error Reparting 2019-12-03
SQL Server 2012 Client Toals 201%-12-03
Microsoft Help Viewer 1.1 2019-12-03
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30725.4574 2019-12-03
SSDT 2= 78 2= 2019-12-03
Sm3 oraze Administrato 2019-12-03
SQCSETVEr ZUIZ Daranass ENEine Services 2019-12-03
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 2019-12-03
Microsoft SQL Server 2012 Transact-5QL FTH 223 AME[= 201%-12-03
Microsoft Visual C++ 2010 x84 Redistributable - 10.0.40219 2019-12-03

¢ OpManager= MHO|M 2ASC ZE Z2MAS HMStD Z2NL D, Z2MA0|F, Z2MA B2 S Z2 ML Qb &
M&E Z2S LHELICH

rlo

& E2[XO HEE2 CU S22 A F&HS SOl M| HEf 8l 55 = QI5HA| 2 OpManagerOf A= AEO|Af O Z2 M|
7t 2ED UEX OH 2ZELO7F X 20 A=K ZHEZO| 75 LT
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2. NCM(Network Configuration Manager) — D1 22|

Startup Running Conflict Diff

1 (o] 0

Added Modified Deleted

Diff with Baseline

1 (o] 0

Added Modified Deleted

Backup summary Lo )

@ Success @ Failure

4 L1IE°43—TL3 el = ré' 2 MofCh W E
= QU ol = LTk

¢ UHEI A= Y HERT A0 CHH|SHOF St F=H| 9| 7+
Z L= YHOEE HEXHI SH £= 22 2t 22

Config Details

Backup Status
Policy Compliance
EOL Status
Running Config
Running Baseline
Startup Config

Startup Baseline

Config change trend

Counl

DZ0Z - 10 - 7L

DZDZ - 15 - 51

0207 - 10~ 91

=HE €&

@ Success
Q32023
Not Available

2

1
2
1

DZ0E

0Z0Z - 10 - 8l
0Z0Z - 10 - 6L
DZ0Z - 10 - 02

X —
A A
9| (J?Jlk_l I

ManageEngin@

@ nmsaioval OpManager

NETWORK MANAGEMENT SYSTEM

Configuration Changes Summary

~ ot Backed Up ' Configuration Backup Summary

® Devices without Configuratio...

|46

® BacklUp Success L BackUp Failure

2 Mot Backed Up
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2. NCM(Network Configuration Manager) — 7@ v

Backedup Time .
LHS - Running

Sep 14,2018 13:18 PM
ose
View Annotation . . )
155 set security policies from-zone trusted to-zone trusted policy allowall then count

156 set security policies default-policy permit-all

RHS 157 set firewall family inet filter pro2iab termall from source-address 0.0.0.0/0
Select Device 158 set firewall family inet filter pro2lab term all from destination-address 0.0.0.0/0
192.168.50.131 v 159 set firewall family inet filter pro2lab term all from interface ge-0/0/0
160 set firewall family inet filter pro2iab term all then accept
@ Running StartUp Draft 161
162 ncm@juniper2>
Select Config 163
Version 24 v 164
165
Changed By
166
nfa 167
Backedup Time A
169
Sep 29,2018 07:01 AM 170

@ NMSGlobal

NETWORK MANAGEMENT SYSTEM

RHS - Running

Building configuration...

Current configuration : 115715 bytes

!

! Last configuration change at 12:20:30 UTC Fri Sep 28 2018 by nfa
!

version 15.1

service timestamps debug datetime msec

& ST FA| T OH2 WX £ 1K T HHLS BT & YSLICL 7Y HHS IS HA 24 HHO|N 50| X3} =
0 55 S8ULICE B S8 FX|ol A4 oiTI0| LA LMK 2] ASIS0 AF@ X "Diff View' 842 AL&SHCH O[Kl 24
S5 BT 4 USLICE 0|5 S8 B2IXH RE WA S B0 BIASR| $E W S NS5 Algsn fsd &
UELICL 74 B B2lo| E O YES YXALIR HEYD SEO| BUSHR AISAITH 7S HSRE AZets 4l ofF
T4 HHOR Al 24 2 4 UChs HYLIC

ManageEngin?’

OpManager
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2. NCM(Network Configuration Manager) — g% &= 2ol

CiscolOSPolicy O A E o
Severity Court Policy for Cisco 10S devices. NCM runs Actions
| . through all the associated devices
Maj I 5 7 h : :
=er Running configuration and ensures the Run Compliance Check
connguration stay compliant to the
|Cnt|ca| 32% 8 ﬁ t t ! tt th
Warning 12% 3 H * f _
palicysules. Associate Devices
| compliant | 28% 7
Your organization is Run Adhoc Test
compliant to
Regulatory Mandates Generate Report
Device-Policy Violations L2 I Device-Policy Compliant Rules 2 =
Rule Name Description Ri diation R diation lateQ Rule Name Description Remediation Remediation TemplateQ 2
Description Description
Compliant
o EnableSecretConfigure Check if enable secret is Conhaure enable secret (NAL 0 SrPasswordEncryption  Check if service password Enable service password (NAJ
d configured ® Enabled encryption ena ... encryption
0 EnableLoginFailurelog Che(kiffa}le(.jlngin Set number of login failures (NA] o CheckingDescription To Fhe(k\ides(ript\onis Prcvidefnteffsce Cisics Shovs Viersior Seript 0
3 attempts logis co ... togounlog ... writtern for ... description ViDlatiDn
E o Check if Cansole idle time Set the console idle time ¥ Interface speed [NA]
€ ConsoleTimeOut [NA
= outisset out . : . i
T T o Cisco l0S Cisco Show Version Script 0
dam 4 3 se Networl ress =
€ NATEnabled Checkif NAT is used Translation option [NA] @ NoPublicCommunity Checkithereisapub\ic Remove public community SNMP Disable
community in .. from config
o ady custom Rule Cisco Show Version Script
0 DomainNameServiceDi  Check if domain name Disable domain name INAJ
€ clonerule [NA] sahled service is disabled service
€ DHCPServiceDisabled ;::;TJ;DHCF’WK“S Disable DHCP service (NA]
E O A O-Ld = = O IT=x 1lsHe =AF x H I <O XA+ OoO|& =] H
¢ UESI 2|20 Tt 20 20| SIteof et 7|Y2 #E frdS ot 2 MY BES =017| /o) WS /2R £
O MdxH=S Al o x K i o i o 20 HA a1 A O
of SHMS AABOF R LICE MEfM HE Jﬂ 8 s UESI He|XoA 28 =97t A HCH DLt o2 S5 X2

Xt= Network Configuration ManagerE &%l HESX 3 EX[E 24510 AHE 178 T MM ZAF 7} StHERZR 77
B ETE EY S = JASLLCHL 90| 8 = [MOFCE Network Configuration Managere Si2 80| CHSE E4 AAE AIS2
et f “6* '—1IE A3 4 EFEIXH: ﬁ”" [ BHS gt mioict Zasta HOME ddetL

ood
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3. NTA(NetFlow Traffic Analyzer)

A= ZLEE
Eeli® =4 @ HERI =8

CIHIOlA ¥ £=F0M HEYA Y= NetFlow AnalyzerE AE3t0] &&0f 2 NetFlow E2fEl 247|5 AL&SI0 HE
2 Eofo ojE 2L HY ool X M=z Ho| HYUS AEY = US| Y3 Y =S JH|St= HEE 88 Z&
12 CHRo EIMZ HET tHY =0 Cf Ct. g QAStn 2/e = ASLCH
St HEE HAICE HE = JAS L e =0| £55 OfZ2|AH0|MS MO &
= UAEFE ACL E= S22 7|8 BMS &
of EgfE =H 7|2 BN S Y74 =
AELCt.
o O e o) o
_g_aol: 7:" g! llla‘ll'l'!ll Rﬂl‘&ll o'—l %AO-II Hl El o®mo® I:|-OOI:_<.DI__I- Hlil EI Xl _IEI
S o, bjole 2UEz =S Chere Flow X/ @
ST A= EOME AHESHY Y =E0| T NetFlow Analyzer IP SLA ZL|E{E A23} Cisco, 3COM, Juniper, Foundry Networks,
75t dEOo| Y4t eJAt AE Ths of JEQA 7|8t 28 =223 Ol MH|A Hewlett-Packard & 7|Ef =2 35 A2
7218 B0 7152 88 8 71Ut & O IP MH|A £F8 2 A BtL|CY, F2 KoM S ES =8t 24 £
o iU E Z7tE 5F Cisco IP SLA 7| &2 Ar310] &2 +F9 UG LI
Hole X 24 84 S22 28 = A5

NetFlow, sFlow, cflow, J-Flow, FNF, IPFIX,
NetStream, Appflow §1t Z2 2= F8
Flow "4&lS X|&gtL(Ct

L

.
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3. NTA(NetFlow Traffic Analyzer) - NTA TiA| 2=

Top N Application Top N Protocol Top N QoS
Ethernet0/1[DataCentreAVC HTTPHOST] | Daily Report | IN Hourly Report GigabitEthernetO/2[datacentermainvé.me.com] | Hourly Report ...

'S

Device Summary

2 4 10 2 0 2

»

Vs v NSEL SFlow WLC
\ © 011111--374044KB @ AF31--364.568KB
011011 --332439KB 000101 --329.601 KB
@ T1cp--820878MB ® upr--819.175MB @ AF32--313447KB ® 010111--304.962K8
® SMP_App-- 14.121 MB ® youtube -- 13.744 MB ESP -- 669.123 MB MOBILE -- 666.884 MB @ 000011--295.742K8 000010--247.583 KB
GRE_App-- 13.591 MB ESP_App--13.122MB @ GRE--665858 MB @ sMP--665.226MB @ AF33-247.007KB ® 011101--196.545K8 - -
® EGP_App--12.339 MB ® Others--98.177 MB @ EcP--665.129MB ' Unknown -- 14.584 MB @ Others--8.532M8B
HeatMap ¢ 10.10.10.31
Top N Conversation Access Points: 64  Flows:0 1P:10.10.10.31
GigabitEthernet0/2{datacentervémulticast me.com] | Hourly Report | IN
pr— ¢» DataCentremainWLC.ME
Link Up
Unknown i Source Destination Application DSCP Traffic Access Points: 10  Flows:5550808 IP:1.1.1.12
LinkUp&NoFlows |/
Link Down L - . 192.168.107.250 172.168.107.156 ESP_App 001001 9.99KB :1 192.168.50.131
Interfaces:2  Flows:0 [IP:192.168.50.131
3 2 . 192.168.107.163 172.168.107.208 ESP_App 000001 9.985 KB
& 1datacentermain Meraki MXé4
192.168.107.108 172.168.107.153 GRE_App 000101 9.982KB
. Interfaces:1 Flows:5045900 IP:1.1.1.2
. 192.168.107.15 172.168.10741 SMP_App Cs3 9.98KB @ B ——
- 192.168.107.208 172.168.107.240 EGP_App 000100 9.977 KB Interfaces:2 Flows:504616 [1P:1.1.1.31
Al o o oS ol A S I =2 o) E It o
¢ NetFlow Analyzer2| CHA| EE0|= ZA[ZH E2fE Q90| ZotL|O| AGLICL O|2{et HFF ArE SAHE AHE5IH £ 2AHI| O o
A S A o IiT 2§ O e =:! X g =20 = S St A Ol A P =1 o ol +f —
20 2AE S8 203 Sl OietERE X0 9ZF AL ES SA| &le = UAGLICHL =72 EE CH25H7| flof 2 2B L0 /
Ie) It = Il o fo> T al 11 1 It I o == o= '
20| Ot 9 E 2L EHE E0Me 2t EER0|AM dxiet B4 S 0|3 QIHEO|A IE AL IHE EOoELCL 9E 2
L— [e] I It O = X = — o
UHE =7& HEYXI EcfEol thant Al7| #20 CHYE EXHE oiZ ot ol =30| gLo
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3. NTA(NetFlow Traffic Analyzer) — 9=

Application

8

Traffic (in bps )
=

9 @)

ok

Top Sites
Name

» GGP_App

» CFTP_App
» IDRP_App
»  ESP_App

» discard

Traffic

2.285KB
1.348 KB
1.060 KB
790.000 Bytes

300.000 Bytes

SEYLLCE =0l =2 Al7|, 718 B2 HYFS MESH=
= =olgh = QgL th Y= AL GAZIE AFESHE AHA
EEO2 & 5 ASHE ol2iet MEXHQ ME Aoz Qg |

b ol a2

Time : 30 May 2019 11:44:00 IST
Traffic : 980.9589333333333

6‘ ManageEngin@
@ NMSGlobal  5oManager

@ Graph Table Type Application ~ ® IN ouT il o «
® GGP_App

© CFTP_App

® IDRP_App

® ESP_App

@ compressnet
@ discard

® rje

@ tcpmux

® Unknown_App
@ echo

® IN ouT o o

% of Traffic

26%
16%

12%

S fYES ALgSHE ARR
g =olz 4 Q=
= fo= AS BLET 4
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Top Source

Application

@ NMSGlobal

NETWORK MANAGEMENT SYSTEM

3. NTA(NetFlow Traffic Analyzer)

SR FHX| U ALEH =0

Geo Location Resolve DNS (: 9 o Top Destination

Geo Location

ManageEngin@

OpManager

Resolve DNS (\

Source Traffic Destination Traffic
| 408126225 | 86% 947.613GB | 172161160 e B6% 947.613GB
| s177.158.66 4% 47.854GR | 102021254 4% 47.858GB
10.20.10.1 0% 2795GB 192.168.4.112 0% 3158GB
82321213 | 192168.1.10 0% 2.935GB
| 110.deploystatic.akamaitec 0% 1612GB
hnologies.com | 192168532 0% 2.267GB
3104-76-31- | 1921484113 0% 1734GB
| 71deploystaticakamaitechn 0% 1229GB
ologies.com 192.168.2.211 0% 1.200GB
| 211.172176.163 0% 1.055GB | 1921682216 0% 115768
106.252.234.168 0% 993.533MB | 192188211 0% 910734 MB
59.18.30.208 0% 777.143MB | 172161310 0% 849257 MB
| ff\:tf?;sh‘fm' 0% 454.663ME Source Destination Application Traffic
Type Application = 2 408126225 172.16.11.60 https 70066 GB
61.77.158.66 10.20.21.254 ipsec-nat-t 3251GB
173.194.51.153 192.168.4.112 hi 430427 MB
Application Traffic tees
10.20.10:1 192.168.1.10 syslog 256482 MB
| httes I B8% 974.031GB 591830208 ny2190006.nyi cokr https 107.531MB
| ipsecnat-t 4% 47.855GB 223-212-13-110.deploy:static.akamaitechnologies.com 192.168.2.179 https 106,429 MB
http 1% 12.267GB 101.1.39.189 192.168.2.201 https 67.254MB
182.162.136.50 192.168.2.114 htty 43.337MB
| Unknown Agp 0% 3.157GB "
2184-28-218-9.deploystaticakamaitechnologies.com 172.16.1.151 http 42112M8
| syslog 0% 2947GB
2184-28-216-51deploysstaticakamaitechnologiescom 172160151 hitp 40338 MB
| smto 0% 625224 MB X . . X
223-212-14-19.deploystaticakamaitechnologies.com ny2005261-new.nyl.cokr https 36881 MB
| wisrdiscovery 0% 283.126MB 172.16.35.198 grnynexmo.com http 32459 ME
| snmp 0% 136499MB 106.252.234.163 192.168.11.250 Unknown_App 28.600MB
| domain 0% 132.891MB 203.227.23257 ny2014056.nyi.colkr https 27.995M8
| mswbtserver 0% &2746MB 115.68.2.149 192.168.11.140 hitp 27.383MB
| others % ioAen 223-212-13-110deploystaticakamaitechnologies.com ny2160858c2016.0yi.cokr hitps 27.354MB
106.252.234.168 192.168.11.251 Unknown App 26936MB
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NetFlow Analyzer= SE£9| Y= A2 ZLHE =72 HE
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4. Hardware Monitoring

Temperature Sensor Info o -
Sensor Value Units
- Fan
56
Q Chassis Fan Tray 1.1
45

& Power Supply 1 Fan.2

40
o Power Supply 2 Fan.3

= o Chassis Fan Tray 1.4
= Q Power Supply 1 Fan.5
& o Power Supply 2 Fan.é
20 ~ Power
15 O Power Supply 1.1
o @ Power Supply 2.2
B o Power Supply 1.3
o Power Supply 2.4
0E09 0026 D043 0059 01716 0132 0149 0205 0222 0238 0255 D311 0326 0345 0401 0418 0434 0451 0507 0524 0540 0557 064 0630 0647 07:03 0720 07:36 0753 0803 0826 OB42 D859 0316 0932 0949 1005 1022 10:38 1055 1171 1128 114s
~ Temperature
Sensor Name - Min Max Avg @ xpri 40 desreesc
s ® XPPRemote.2 50 degreesc
Alirinlet remote. 112 24 degreesc 25 degreesc 24 degreesc
O IFE.3 37 degreesc
Alirinlet remote. 12 24 degreesc 24 degreesc 25degreesc
o IFE Remated 48 degreesc
Alirinlet remote. 122 24 degreesc 25 degreesc 24 degreesc @ crus - 5
5 egrees ¢
Alirinlet remote. 132 22 degreesc 23 degreesc 22 degreesc @ CPURemotes m degreesc
Alrinlet remote.22 24 degreesc 25 degreesc 24 degreesc @ Airinlet.11 24 degreesc
A0 BLIEHE Chet st=Q|o] g 240 S45tD S2|H JEE siM5te Ol MY =+ U M= Lot A (O
T ELEI_EOI_I-O T S 82 90|_|° =c|8 JEfE © ot= O] AFBE =+ = 3= EEOJJA(E

N

—_—

C 3|
- |
SIEQIO £d2 ZLHESIEE A E)0|M OIOIEE 7} eFA LIEtW= &
, =28 4 a4 (psu, HiEH 2|, T, Ot EE, CPU, 22|, C[A3 §)0fl= 2

—r

18
=
my

rlo

Mo
o
it
= 1y
> 0x
op 1
Sk jin
M ox
2
T o
= qn
SN
-O'L -

> [ OF 1 Jfy rok o
ot

—

[0 S LR StEQof MATH AUSLICE D21 T2 oj2ist S42 Xt 302 HAIELCHE|of S
Solof BLEQ| A& 0[sfsr| 412 HAOR 0[2{2 32 AT AZRUA HBots HYLCE 0|3 402 ABXHE S7 o
20l T4 R0 HEIS o4 T 4 9IS #O ofL|e BA HEYD I EE A HEYTS Y50 DXL S Y B
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IPAM(IP Address Management)

Filter by + IP Address Manager (70) Switches (79) Ports (3308) Rogue (1347)

E1® Your Company - Subnet Address Name Size Usage
EJ 8 Defauit Group 10.10.12.0/24 254 0%
“ 89.25.2160/24
10.10.20.0/24 254 0%
W 10.1042.0/24
1010220/24 254 0%
“ 10.10.200/24
& {GA5E50R 10.10.300/24 254 | 2%
w 1010300/24 10.1040.0/24 254 | 2%
v 10.10.40.0/24 10.10.50.0/24 254 | 2%
) 190n SRR 10100.10/24 254 | 2%
w 1020100/26
10.20.10.0/28 14 29%
w 102012.0/24 =
1020.120/24 254 | 5%
W 1020430/24 L
W 1020.14.0/24 e i | o
w 1020210/24 10.20.140/24 254 [] 12%
w 1020220004 1020210/24 254 [ 15%
& 10202 10.2022.0/24 254 | 1%
w 1020.240/24
1020230/24 254 | %
w 1020610/29
10,20.24.0/24 254 | 2%
1020620024
W 1030200/24 Bz g ¢ e
w 10.100.010/24 10.2062.0/24 254 | =
w 11568200124 10.302000/24 254 |
T st 115.68.200/24 254 23%
W 1721610724
121.126.143.0/24 254 1 7%

£

172.16.10.0/24

o TRIRE IPAME ALBOHO] SIX| £ AL
+ UBLITE Ol 3 Bal MBS

¢ GUIE Sdll &2|xt=s & 20 MERHS E0M =
A

A MAC T2, DNS 0|&, A2|X| 0]

ulru

Status

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Scanned

Used Available
0 0

0 0

o o

4 0

4 Q

4 o

4 o

4 0

12 Q

8 o

@

Subnet Address

Subnet Name
Subnet Mask
Subnet Size
Subnet Usage
Last Scan Time
VLAN Name
Location

Description

Transient Last Scan Time

254 13 Dec19,01:49 PM
254 18 Dec 19,04:51PM
254 13 Dec 19,01:48PM
250 13Dec19,10:31 AM
250 13 Dec 19, 10:31AM
250 ec19.01:50 PM
250 13Dec19,04:51PM
10 13Dec19,01:23PM
242 13 Dec 19, 10:30 AM
246 13 Dec 19, 10:31 AM
793 13Nar 10 1004 AM

192.168.222.0

255.255.255.0

254

23%

09 Mar 16, 02:50 PM

EiEElE
E o AL
E%ET?}'\

Q

Actions
(=R
(==RC]
D E
OE
DR
(==R0)]
B
DOE
(=R

(=R

—~—

23%

Used IPs

a7 ofEjo ME

D

189 BE AEY HA, P

NS Global

NETWORK MANAGEMENT SYSTEM

ManageEngin@

OpManager

% N

77 %
Transient IPs
Total IPs
ERS
=~
T

0%

Available IPs
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6. SPM(Switch Port Mapper)

Switch Summary
o
b - g 4
P S &F S ,{?0 N P T A I A IP Address 10.10.30.2 DNS Name
o & I I ¥ 7 ¥ ¥ ¥ ¥ 7 ¥ o 5 F I 7 IS ) = = = =
" o A A & g & K & & g g & A A g o £ & AR ey [ o o System L tion Type Cisco
. . . . . . . . . . . . . . . . . . . . . . . . System Description Cisco 105 Software, C3560E ... Last SysUp Time 173 days, 1 hours, 37 minutes...
rTYTYTTYREYEW rFrYTRRREER TTTYTTYEYWYEVW ScanStarus e LastScan Time 1 De o 0T P
. S . N N o 5 - S . N . N - N N N . N . . N Subnet Address 10.10.30.0 MAC Address 44:03:AT:F2:89:C4
R A A F g SN B A N A N L R VA 4 - ive
= = S N &v &v &v A\'}ﬁ 4\5@ A\?‘% N -\\‘v 4\}» A§ & F & § Sys Name L3 SW-24_2FA_Active
10 Gil2/3 131 Used Up 88:F0:77:C0:5A:18 192.168.1.113 ybieon.nyl.co.kr [1.301,101]
more...
1 Gil/2/4 132 Available Down ) ———
12 Giv2s 133 Availabl D 1
i1/2/ wailable own [11 46% O% 54%
13 Gil/2/6 134 Available Down [11
14 Gz 135 Available Dawm 11 Used Ports Transient Ports Available Ports
15 Gil/2/8 136 Available Down [11

16 GiL2/9 137 Used Up 98:BE:94:48:75:0A 192.168.1.139 1 3 9 2 1 3 1
17 Gi1/2/10 138 Used Up 98:BE:94:48:73:1A 192.168.1.132 [

192.168.1.137

18 Gil/2/11 139 Used Up 9G:BE:94:48:77:4A 192.168.1.133 [1]
19 Gil2/12 140 Available Down [1]
20 Gil/2/13 141 Availabl D 17] .
i vallzbie e wr Total Ports Available Ports VLAN Count
21 Gil/2/14 142 Used Up 08:94:EF:03:A1:40 192.168.1.104 msdtc-mes.nyi.co.kr [11

192.168.1.127

IP M2t )2 IP/ MAC T4 MF FE, VLIAN EE, ZE MEf (2| X &5 HEf X ZE £5) T A
(o]

¢ SPME Sof #E|At= EF0A AKX ZES XHESEALE AR OiA| g = ASLICE 29[X[2] SNMP 27| HRLIE| 2XES AHE
ot0 SNMPE Sdll 22X ZEE #E| g2 Z2|ALL LHE = AFLICE 0| A2 HIO[ZH A SHO|Lt siF 2= Qs £ ZEO|A
BOH| = Edig = XEHSte HI 02 F&gfLCt
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6 THEL AR

— Link Status.
=+ Traffic Load

nnnnnn
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6 THEL AR

ﬁt ManageEngin@
@ NMsGlobal  5uManager

AMS & RACK 3 AHF S RACK 4 APF-E RACKS

N-DLP HR AP
EDLP
HR DB

'WEBKEEPER Mail Archiving

ERCE

ERPAP1 EIS

GW-AP1 ERPAP2 APHE

GWAP2

ERPDB1 MES AP1(135)

GW-DB | MES AP2(138)

GW MAIL

MES DB-A
§50-A

§50#2

SCM(140) MES DB2(119)

*1H1°| Al ZEl= HEST 2o Saet £ LI, OpManager°| 3D AMEY| =5 AMESHH HIERAL MH, 2t2H, 29
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